[TlamaTka 06 OCHOBHbIX crocobax ANCTaHUMOHHOIO
MOLLUEHHMNYEeCcTBa

15.09.2025

[TpodunakTKa XWILEHWM [eHeXHbIX CPeACTB TIpaK[aH, COBEpIUEHHbIX C
MCT0JIb30BaHNeM UH(POPMaLJMOHHO-Te/IeKOMMYHHKALIMOHHBIX TEXHOJIOTHH.

B cootBerctBUM c IlnaHoM-rpadMkoM MepoONpUsITUN MO MNPOQPUIAKTUKE
XUIIEHUN [JeHeXXHbIX CpPeACTB TpaX/aH, COBEpLIEHHBbIX C WCIOJIb30BaHUEM
VMH(OPMAaI[MOHHO-TeJIEKOMMYHUKALIMOHHBIX ~ TEXHOJIOTUA  Ha  TepPUTOpPUH
CaepoBckoii obmactu Ha 2024 ropa, I'naBHoe yripaBienue MB/] Poccuu 1o
CBepJIOBCKOM 007acTd  TOATOTOBUIO HMH(MOPMAaIMOHHBIE MaTepuasbl 10
npoduIaKTUKe XUIeHUH.

ITAMSITKA
00 OCHOBHBIX CII0C00aX AMCTAHLIMOHHOI'0 MOIIIEHHUYeCTBa

HecmoTpsi Ha TmpuUHMMaeMbie T[IPAaBOOXPAHUTENbHBIMM OpraHaMU Mephl,
IVCTaHI[MOHHbBIE XULLEeHUS C WCTIO/Tb30BaHEM MHGOPMaLMOHHO-
TeJIEKOMMYHUKAIL[MOHHBIX TEXHOJIOTHUN CTPEMUTETbHO HaOMPaloT CUITY.

MollleHHUKH yMeJI0 HCTOJb3YIOT BCHO /IOCTYIHYH HWHGOPMALUI0 U
CcoBpeMeHHble TeXHOJIOTHUH, pa30UparoTCs B TICUXOJOTMU Jitojled, BbIHYXKAas
JKePTBY pacKpbiBaTh BCIO MH(MoOpMaiuio o cebe b0 coBepIiaTh Te WU UHBIE
JeMCTBYS, WCIIO/B3YIOT uesioBeueckre C€1aboCTy (CTsKaTenbCTBO, aMYHOCTD),
yyBCcTBa (COCTpaZiaHve, O0eCIIOKOeHHOCTh 3a OJIM3KuX, »KaJoCTh) B CBOMX
KOPBICTHBIX UHTEpecax.

OcHOBHbIe U3BeCTHbIE CXeMbI Te/1e()OHHOr0 MOIIIeHHUYeCTBa:

1. Cnyuau c poACTBEHHUKOM.

MollleHHUK TIpe/iCTaB/ISIeTCSI POJICTBEHHUKOM (3HAaKOMBIM) U B3BOJTHOBAaHHBIM
roiocom 1o TenedoHy cooOiaeT, yTo 3afiep)kaH COTPYJHUKAMU TIOJHULMM 3a
coBepilieHWe mpectyryieHust (coBepimma [TTI, XpaHun opy)Kve WA HapKOTHKH,
HaHEC TSDKKUE TeJleCHble ToBpexeHus). [asee B pa3roBOp BCTyrMaeT SIKOOBI
cOoTpyAHUK monuuuu. OH yBepeHHbIM TOHOM COOOlljaeT, uYTO Yy)Ke He pa3
«TIOMOTasn» JIIOASM TakuM o6pa3oM. Ho eciu paHblile [eHbI'W TMPUBO3UIN
HeroCpeZICTBEHHO eMy, TO Ceiluac JieHbI'M He0OX0JUMO TIPUBE3TU B OTpe/ie/IeHHOe
MeCTO, TiepeiaTb KaKOMY-JIM00 uesioBeKy, 100 TiepeBecTH Ha cueT (aOOHEeHTCKUA
HoMep TenedoHa).

2. Po3bIrphIll mpu30B (3TO MOTYT OBITH TenedoH, HOYTOYK, aBTOMOOW/Ib U
Ap.)-

Ha TenedoH aboHeHTa COTOBOW CBSI3W MPUXOAUT CMC-COOOIlleHHe, U3
KOTODOTO CJeflyeT, 4YTO B pe3y/bTaTe IIPOBeJEHHOW JIOTeper OH BbIUTpal
aBTOMOOM/IBb. [I/1s1 yTOUHeHUsI BCeX JieTasiell MoTeHLMa bHOM »KepTBe Tpe/JiaraeTcs
TIOCETUTh OTIpe/le/IeHHbId CaliT W O03HAKOMHUTbCSA C YCIOBUSIMH aKLWH, 00
TO3BOHUTH 110 OJHOMY M3 yKa3aHHBIX Terie)OHHBIX HOMepOoB. Bo Bpemsi pa3roBopa



1o TesiehOHy MOIIIEHHUKH COOOIIAaf0T O TOM, UTO [IjIs BLITIOJTHEHUS] He0OX0[UMBIX
cdopManbHOCTE#H (YTi/IaThl TOCTIONIIMHBI, 0OpMIIeHHsI HEOOXOIUMBIX JOKYMEHTOB,
oryiaThl 3a KOMWCCHIO TiepeBojia) CYaCTAMBOMY 00JiajjaTe/ito0  HOBEHBKOTO
aBTOMOOW/ISI HEOOXOAMMO TIePeUrC/IUTh Ha CUeT yKa3aHHYI0 UMU CyMMY, a 3aTeM
HabpaThb oripe/ie/leHHYI0 KOMOWHAIMIO Ubp U CUMBOJIOB, SIKOObI [ijisi TIPOBEPKU
TIOCTYTUIeHHsI JieHer Ha CYeT U TIOJyueHHUs «Koja perucrpaiuu». Kak To/bKo
)KepTBa 3aBeplllaeT yKa3aHHble MaHUIYJISLKUH, CYeT OOHY/sIeTCs, a MOILEeHHUKU
1CYe3aro0T B HEM3BeCTHOM HallpaBJ/IeHUH.

Ecnu Bbl y3Ha/iyM O MpoOBeJieHWH JIOTePerd TOJIbKO TOT/Zia, KOT/la «BbIUTPa/I»
aBTOMOOW/Ib, eC/TM BbI He 3arloJIHS/IM 3asBKy Ha ydacTve B Hel b0 KaKuM-/TH00
APYTUM Crioco60M He TOATBEP’KAa/id CBOe yuacTHe B PO3bITphillle, TO, BeposiTHee
BCEro, Bac IMbITalOTCs 00MaHyTh. By/1bTe 0CTOPO>KHBI!

3. SMS-npocn0a.

AOGoHeHT TIO/lyyaeT Ha MOOWIBHBIM TesieOH cooOITleHne: «Y  MeHs
1po6JieMbl, TO3BOHH T10 TAKOMY-TO HOMepY, eC/ii HOMep He I0CTYIIeH, TI0JIOXKH Ha
Hero OmpeJe/ieHHYl0 CyMMY U Tepe3BOHK». YeloBeK TOMO/MHSAET CUYET U
repe3BaHUBaeT, Tefe)OH TO-TIpe)KHEMY He [JOCTYIeH, a JeHbr'd BepPHYTb YiKe
HEBO3MOJKHO.

4. TenedoHHBbIN 3aKa3 OT PYKOBOAMTe/lell NPaBOOXPAaHUTE/NbHbIX U
roCyAapCTBeHHBIX OPraHOB B/IACTH.

Ha Tenedon abGoHeHTa (MpeArnpyUHUMATE/Ns, PYKOBOJAUTENSI OO0BEeKTa
OOITIeCTBEHHOTO TWTaHHWS, TOProBOTO IleHTpa MO0 WX COTPYJHHKAM W Jp.)
TOCTyTaeT 3BOHOK OT IpaBOHApYILUWTEs], KOTOPBIA TpeACTaB/IsieTCs] OJHUM U3
PYKOBOAUTE/IEN MPAaBOOXPAHUTEIbHBIX OPraHoB (MPOKypaTyphl TOpoa W Ap.) U
TIPOCUT TIOTIONIHUThL CYeT ero TesedoHa, JOMOJHUTETBHO K 3TOMY IIPOCHT,
Harpumep, 3abpOHMPOBaThH CTOJIMK B pecTopaHe W Co0OIIjaeT, UTo IO TpUe3ly Ha
00BeKT paccuuTtaeTcs. He gokugasick mpuesfia fKOObI [AO/DKHOCTHOTO JIWIIa,
PYKOBO/ZICTBYSICh TPHHIUTIOM YBa)KeHHSI W ZIOBepHsi K PYKOBO/JUTE/I0 Ha3BaHHOMU
JIOJDKHOCTM B TIPaBOOXPaHUTETbHBIX OpraHax, IOTepIIeBIINA TepeBOUT uepe3
TepMHHa/ OaHKa, MO0 uepe3 WHble (PMHAHCOBBLIE YCIYTH [leHEXXHbIe CPeZICTBA B
yKa3aHHOW CyMMe.

5. IlnaTHbBII KOA,.

[TocTymaeT 3BOHOK, IKOOBI OT COTPY/IHHKA C/TY>KObI TEXHUUECKOH TTOeP/KKU
oriepaTopa MOOHWIBHOW  CBSI3W, C  TIPEJIO’KEHHEM  TOJK/IIOUHTh  HOBYIO
9KCKJIFO3UBHYIO YCIYTY WIH /ISl TIepeperucTpaiu BO M30eXKaHue OTK/IOUeHUs
CBSI3U M3-3a TEXHUUECKOro CcOOosi, WM [/Is1 yIydllleH!sl KauecTBa CBs3H. i 3TOTO
aboHeHTYy TmpejjiaraeTcsi HaOpaTh II0[, AWKTOBKY KOZ, KOTOPBIM SIBJISIETCS
KOMOWHaLIMel /111 OCYyIIeCTB/IeHUs] MOOM/ILHOTO TTepeBo/ia AeHeKHBIX CPeZICTB CO
cueta aboHEHTa Ha CUeT 3/I0YMbIIIJIEeHHUKOB.

6. IlITpadHbIie caHKI[UM onepaTopa.

3/IOYMBIIIIEHHUK TIPE/ICTAB/ISIeTCSI COTPYJHUKOM CJY>KObI TeXHHUUYeCKOH
TO/IIEP)KKA  oTlepaTopa MOOWIBHOM CBSI3M M COOOIaeT, 4To abOHEHT CMeHHI
TapuU(HBIHN TI71aH, He OTIOBEeCTHB orepaTopa (Takyke MOTYT ObITb BapHaHThI: He BHEC
CBOEBPDEMEHHYIO  OI/IaTy,  BOCIIO/Mb30BaJICS ~ yCJAyraMd  pOyMHWHTra  Oe3



NIpeAyTipeXXieHnsi) W, COOTBETCTBEHHO, eMy HeoO0XOAWMO OIUIaTUThL ITpad B
OTipe/ie/IeHHOM pa3Mepe, KyIUB KapThl SKCIPeCC-0TIaThl ¥ COOOIIUB UX KOABI.

7. Omm0o0uHbIN MepeBo/; CPe/ICTB.

Ab6oHeHTYy noctynaeT SMS-coo0biiieHre 0 TTOCTYTVIEHWU CPeCTB Ha ero Cyer,
TepeBe/IeHHBIX C TIOMOIIBI0 YTy «MoOWIbHbIN nepeBofi». Cpa3y mocsie 3Toro
MOCTYTIaeT 3BOHOK M MY>KUMHA (W11 >KeHIIMHA) CO00I11aeT, UYTo OIMOOUHO TiepeBe
JleHbT' Ha ero CueT, PU 3TOM MPOCUT BePHYTh UX 00paTHO TeM ke «MoOUIbHBIM
rnepeBoIoM». B [1eliCTBUTE/TbHOCTH [IeHbI'M He TIOCTYIAalT Ha Tesie)oH, a uesloBeK
MepeBOIUT CBOU cOOCTBeHHble cpeAcTBa. EcC/iM TO3BOHUTH M0 YKa3aHHOMY
HOMEpPY, OH MOXKeT ObITh BHe 30HBbI JOCTyra. Kpome TOro, CyIIecTBYIOT TakKue
HOMepa, MpHU OCYILeCTB/IEHWH BbI30Ba Ha KOTOpbIE C Tene)OHa CHUMAIOTCS BCe
CpeACTBa.

8. Ilpepnoxenue mnosnyuutrb pAoctyn k CMC-nepenucke U 3BOHKaM
aboHeHTa.

YuuTbIBasi CKIOHHOCTb HEKOTOPBIX TPaXK/aH «IOIIMUOHUTB» 3a O/IM3KUMU U
3HAKOMBIMH,  3JIOYMBILLIEHHUKAMU  HWCIOJb3yeTcs  Cjiefyrollasg  Ccxema
MOLlleHHHYeCcTBa B CeTW VIHTepHeT: TI0J/Ib30BaTe/l0 IIpejJiaraeTcs U3YYUThb
cofiep>kaHHe CMC-COOOIIeHHH W CIHUCOK BXOZSIIUX M HUCXOMAIIMX 3BOHKOB
uMHTepecytomiero aboHeHTa. /It 3TOro HeoOXOAWUMO OTIIPaBUTH COOOIIeHKe
ctoumocTtbio oT 10 g0 30 pybseii Ha yKa3aHHBIM KOPOTKHII HOMEp W BIHMCATh B
nipe/yiaraeMyo Gopmy Homep TesiedhoHa aboHeHTa.

[Tocne Toro, Kak roJ/ib3oBaTe/ib OTIPAB/sieT CMC, C €ero CyeTa CIMChIBAeTCs
CyMMa ropaszio 0oJibliie ToM, uTo Oblsla yKa3aHa MOIIIEHHUKaMM, a WHTepeCyolast
rH(pOopMalus BIIOCeICTBUM TaK U He MOCTYTIaeT.

9. IIpoaaka uMyHIecTBa HA UHTEPHeET-CaUTaXx.

[Tpu 3BoHKe Ha Tesed)oH, pa3MelleHHbI Ha WHTepHeT-caliTax 0ObsBIEHUN
(AButo, Paplloct, [IpoM U Ap.) TIpaBOHAPYIIUTE/b MPOCUT TOMOJIHATh CUeT ero
TenedoHa, MO0 COOBIUTE JaHHBIe ¥ HOMep KapThl MMOTEePIIeBILero /i riepeBoja
JIeHe)XHBIX CPeJCTB B KauecTBe 3a/laTKa 3a ToBap. Ilocsie cooOimeHusi JaHHBIX
KapThbl MPOMCXOJUT CIIMCAHUE JIeHEeKHBIX CPe/ICTB.

10. HoBas cxema Te/ie(poOHHOr0 MOIlIeHHHYECTBA « BUIIIMHT».

OpHOM U3 pacnpoCTpaHeHHBIX CXeM KHUOeprpeCcTyITHUKOB B TIOC/IeZiHUe TO/bI
cTan «BUIIMHM» — 3TO BUJ, MOLLIEHHUYECTBA, TIPU KOTOPOM 3J/I0YMBILLIZIEHHUKH MO/,
MOOBIM TIPeZJIOrOM BBIHYKIAIOT HAC MPe0CTaB/IsATh KOHPUeHINaIbHbIe JaHHbIE
B «HAIIMX COOCTBEHHBIX MHTepecax», TO eCTb UCKYCCTBEHHO CO3/jaeTCsl CUTYalLlus,
TpeOytolijasi IOMOIIU OT CIelUaIuCTa.

Lleslb MOIIIEHHUKOB 07 JTFOOBIM TIPEJIOTOM H3BJieUb CEKPeTHYIO JINYHYIO
vHbopMaluoo 0 KpeauTke. [l To/iydeHMsl [OCTyNa K KOH(UAeHLMaTbHbIM
J@HHBIM BJjiafie/iblla MHUMbIe TTOMOIIHUKHN WCIIO/b3YIOT Tee()OHHYIO0 CBsI3b KaK B
aBTOMAaTU3MPOBAaHHOM DEXHUMeE, TaK W HaIpsIMyt0 OT MHUMOTO «OMepaljuOHUCTa»
0aHKOBCKOI'O CEKTOpa.

Bo MHorux cnayuasx B TedeHHe [HS HaM TOCTOSIHHO HauMHaOT 3BOHUTH Ha
MOOW/IbHUK C HE3HAaKOMOTO MOCKOBCKOTO HOMepa, HauumHaromierocsi Ha 495.



3BOHKM C MOCKOBCKHX HOMEpPOB OOBIYHO HACTOJIBKO HACTOWUMBBI (MHOTJA [0
[leCSITY 3BOHKOB 3a JIeHb), UTO MbI 3a4aCTyr0 yCTyIlaeM U OTBeuaeM Ha HUX.

Kak To/bKO MblI OTBeYaeM Ha 3BOHOK, HaM cCpa3y COOOIIalT BaXkKHYIO
MH(bOPMAIMI0O 0 BO3HUKIIMX TpoOseMax C Hallleld KapTo, HarmpuMep, UTO OHa
3absiokupoBaHa, a cayxba O6e3omacHocTr 0aHKAa TIpeJOTBpATH/IA TIOTBITKY
HeCaHKLIMOHWPOBAHHOIO CIMCAaHMWsA. 3areM 3BOHSLIUU MpejjaraeT IOMOLIb B
CJIOKUBLLIENCSI CUTYyaLuK, Ha KOTOPY0 MHOTHE M3 HaC COTJIalllatoTCsl.

Hac y6exxaroT B CDOYHOM pellieHHY BO3HHKILIeH CUTYyalllH, TIOKa ellle He BCe
JleHbI'M yKpazeHbl. OueHb MOC/Ie0BaTebHO MOLLEHHUKHU CTaparoTCs MOAYUYUThb OT
Hac BCIO JIMUYHYIO MH(OpMAIMI0 0 KpeJuTKe, TIPUCHIIAIOT HOBble mapoau u [TMH
Kogel B CMC-yBefjom/ieHHsIX. Y CIIOKAWBAIOIIUM  T'OJIOCOM  «0aHKOBCKHE
pPabOTHUKMW» TIpe/|jlararoT pa3iuyHbie BO3MOXKHbIE BAPUAHThI 3all[UThI.

HoramaTbcst 0 TOM, uTO r0Oe3HBIM MOMOIIHMK Ha APYroM KOHIle IMPOBOja
SIBJISIETCSI MOIIIEHHUKOM He BCerjia Jierko, HO B JItOOOM C/ydyae 3TO BO3MOXKHO.
V3Haua/bHO MOXKHO TI00/71arolapuTh 3a OAUTENbHOCTb U Y3HATh [JOJDKHOCTD,
VHWLIWA/Ibl 3BOHMBLIETO COTPYAHWKA KDEeJIUTHOU OpraHu3alyd W NpPeArnpUHSTb
TIOMBITKY AO3BOHUTHCS 110 TOPsiYeH JIMHUMU.

Vicrionb30BaTh [/151 BBISCHEHUS CJIOKUBILIEUCS CATYaL|uK Jiydllle Ipyrol CBOU
HOMEp, MOTOMY UTO Ha CeroJHSIIHWUM [eHb y BBbIMOraTeser CylleCTBYIOT
TEeXHOJIOTHH, TI03BOJISIFOIME TepeHarpaB/isiTb BCe TMOC/IeAylollde 3BOHKU Ha
Tesle)OHHOE YCTPOMCTBO MOIIIEHHUKOB.

11. XuineHHsi ¢ KapT, NOAK/JIHYEHHBbIX K ONIHH 0eCKOHTAKTHBIX
MJ1aTeXxeu.

[Onst mpoBefeHUs1 OIUVIATBI MO TakKOW KapTe AOCTaTOUYHO MNPUIOXKUTb eé K
tepmuHany. Beog ITMH-koga He TpeOyercsi ecii cymMa He mipeBbiiiaer 1 000
pyb6Jieit. [Tpu 3TOM KOMMUECTBO PACXOAHBIX TPaH3aKLIWi He OrpaHUYeHO.

YroObl TOMYUYHTH [EHbI'M, MOIIEHHUKY Ja)ke He TIOHaZloOMTCS BOPOBATh
KapTy y KiueHTa. Eciu B 001ijeCTBEHHOM TpaHCTIOPTe MOAHECTH YCTPOWCTBO K
CyMKe WM KapMmaHy BJajieiblia, TO CpejCTBa Cruviuytcd. [nas sTux neneu
MOILIEHHUKY HW3rOTaB/AMBAlOT CaMoOJe/ibHble TepPeHOCHbIE CUYMTHIBATEN WJU
WCTIONB3YIOT ~ OaHKOBCKME  TepMHUHa/ibl, OdopMIeHHble 10  (UKTUBHBIM
JOKYMEHTaM.

Takke B TeKylleM TOJy 3/I0yMBILIIEHHUKA T[POJO/DKAIOT  aKTHMBHO
WCIIO/Ib30BaTh (UIUIMHT B COLMAJbHBIX CEeTIX UM  OHJIaWH-MeCCeHKepax.
Haubonplllyto BBIFOly MOIIIEHHUKaM TPUHOCAT MaxWHallud dYepe3 ABHUTO, C
TIOMOILIbI0 KOTOPBIX OHHU TOYYal0T AOCTYII B OH/IalH-OaHK.

12. B3som akkayHTa Apyra.

JIrtogy mMoryT jaxke He TMOAO3peBaTh, YTO UM MUILIET MMOCTOPOHHUM UeoBeK
MoJ, BUJOM pOJCTBEHHMKA, Jpyra, C TMpocbboii mepeBosia [eHer B CBSI3U C
npousolleAMM ropeM. Takum o0pa3om, BoiAsS B [OBepre, MOLIEHHUKU
TMBITAlOTCS YKPACTh Balllk JIeHbIU.

13. TeniedpoHHOE MOILIIEHHUYECTBO BO BpeMsl aHeMHUU.



MHorue 13 HaC BBHJY MaHJeMUM HaxOJWIWCh J0OMa, YTO aKTMBU3HWPOBAJIO
MOIIIEHHUYEeCTBO C 0aHKOBCKMMH KapTaMu 110 TesieoHy. OueHb OIepaTUBHO 3TUM
MOMEHTOM BOCIO/Tb30Ba/IMCh BBIMOTaTe M C MOMOLIbI0 CMapT(hOoHa.

BoT nuib HECKOMBKO HOBBIX TIPUMEPOB TOT0, KakK MPOMCXOJUT Tere(OHHOe
MOIIIEeHHUYeCTBO C TIOC/TeAyIol|eld Kpaked JieHer C KpeJUTKH, YUYUThbIBas
COBPEMEHHYIO CUTYal[1IO:

Ha TenmedpoH nipuxoauT CMC-yBegom/ieHrHe O HayMCIeHUU
KOMIIeHCAllui 3a Hepabouuii Tiepuof, BO BpeMs SIUAEMUU, AJis TI0/yueHust
KOTOpPOU TIpe/ijlaraeTcsi Tepe3BOHUTh B 0aHK M TI000IATbCI C MHUMBIM
«COTPYAHHUKOMD.

3JIOYMBILLIJIEHHUKU 3BOHSAT HaM C YBeJJOMJ/IEHHEM O TOM, UTO MbI SIKOOBI
HaXO/IU/TMCh B KOHTaKTe ¢ 3aboneBmmmu Covid-19. B cBsi3u ¢ 3TUM TpefJiaraeTcst
CPOYHO C/]aTh TJIATHBIA aHA/JKM3 Ha KOPOHABUPYC, a UTOOBI He HapYyIlaTh PeXXUM
CaMOM30JISILIUM, «COTPY/JHUKH JIabopaTOprm» TOTOBHI IpHeXaTh K HaM Ha /oM. st
CPOYHOTO Bble3zia Opurazibl Hy’KHO COBEPIIUTh MpeoriaTy.

B o06oux ciiyuasix moJcTaBHON ueioBeK, Oy/Ib 3TO COTPYAHUK OaHKa WK Mef,.
TIepCOHaJI, TIpe/ijlaraeT CBOK0 OHJIAMH-TIOMOII[b, YTOOBI OCYITIECTBUTD TIJIATEX, a IS
3TOT0 eMy Hy>kHa nHdopmaius o cuete. [Tocsie momyueHUs: HeOOXOAUMBIX JJaHHBIX
MOILIEHHUKY BBIBOJST JIEHbIH, @ Mbl, I0BePUMBbBIe rPaXk/laHe, 0CTaeMCsl C HY/IEBbIM
HasaHCoOM.

[IpyBeieHHBIM TepeueHb MOILIEHHUYECKUX CXeM He OrpaHuuYuBaeTcs
NpUBe/IeHHbIMU NprMepamu. [1peCcTynTHUKY HaXOJsAT BCe HOBbIE U HOBbIE CXEMbI U

CrI0COOBI /17151 IOCTV)KEeHHSI CBOMX TIPECTYIHBIX 3aMbIC/IOB.

Kak ybepeubcst OT TesiehOHHBIX MOIIIEHHUUECTB?

YroObl He CTaTh >KEPTBOW 3/I0YMBIIIEHHUKOB, HEOOXOAWMO COO/II0JaTh
MpOCThie TpaBWia 0e30mMacHOro TOBefieHUsi W 00s3aTeNlbHO JOBeCTH HUX [0
CBeZIeHUsI POJTHBIX U O/TM3KHUX:

- He c/ieyeT AOBepsiTb 3BOHKAM W COOOII[eHUSIM, O TOM, UTO PO/ICTBEHHUK
WIM 3HAaKOMBbIM TOMaj B aBapuio, 3aJiep’KaH COTPYJHUKaMH MOJULMU  3a
COBepIlIeHWe TpecTyrvieHus, 0CO0eHHO, ec/ii 3a 3TUM C/iedyeT Tipockba o
Tiepeurc/ieHr IeHe)XHBIX cpeficTB. Kak roka3biBaeT MpaKTHKA, OOBIUHBIA 3BOHOK
6/M3KOMy uesioBeKy TI03BOJIsieT pa3BesiTb COMHEHWs U TIOHATb, 4YTO 3TO
MOLLIEHHUKMU TILITAKOTCS 3aBJ/1aZleTh BalllUMU CPeCTBAaMU WA UMYILIECTBOM;

- He cjefyeT OTBeYaTb Ha 3BOHKU WM SMS-cooOlljeHUs C HeW3BEeCTHbIX
HOMEPOB C NMPOChO0Y MOMOXKUTE Ha CYeT JeHbI'H;

- He ciegyer coolijaTh Mo TenedoHy KOMy Obl TO HH OBUIO CBeZeHHS
JIMYHOTO XapakTepa.

CBoeBpeMeHHOe obpailjeHre B TIPABOOXPAaHUTe/TbHbIE OPraHbl MOKET TIOMOUb
APYTUM JIFOZSIM He M0NacThCs Ha He3aKOHHbIE y/IOBKU Tele()OHHBIX MOLLIEHHUKOB.

[IpoTrBOCTOATH MOLLIEeHHUKaM BO3MOJKHO JIVLLb TIOBBILLIEHHOW
BHHMMAaTe/bHOCTBIO, 3[JpaBOMBIC/IHEM U OAUTETbHOCTBIO.
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ITAMATKA pasa rpaxjad o mnpopuwiakTHKe W NpeAynpeXxAeHuu
AUCTAHIMOHHBIX npecTynjieHuu B cepe uHGopMaLOHHO-
TeJIeKOMMYHUKALIMOHHBIX TeXHOJIOTHIL:

YToObl He 0Ka3aThCsl KePTBOM MOILIEHHUKOB HEOOXOAMMO 3HATh C/iefyrolilee:

— COTPYAHUWKH 060r0 GaHKa HUKOT/A He TIPOCST COOOIUTh laHHbIe Bailei
KapThl (HOMep KapThl, CPOK eé JeiCTBUs, CeKPeTHBIN KO/ Ha 000POTHOM CTOpOHE
KapThl), TaK KaK y HUX OZJHO3HAUHO MMEIOTCSI Balllu JJaHHbIE;

— He TIPY KaKuX 00CToATe/bCTBaX He COOOIaTh AaHHBIE Ballleil 0aHKOBCKOM
KapThl, a TaK ’Ke CeKPeTHbI! KOJj Ha 000POTHOM CTOPOHE KapThI;

— XpaHUTh MWH-KOJ|, OT/e/IbHO OT KapThl, HU B KOEM CJ/iyuae He MHCaTh IMHH-
KO/ Ha camoii 6aHKOBCKOM KapTe;

— He coOo0IIaTh MUH-KO/, TPeTbUM JIULIAM;

— ocTeperaTbCs «Tee(OHHBIX» MOIIIEHHHKOB, KOTOPbI€ TIHITAIOTCS BBECTH
Bac B 3abmyxaeHue;

— Jniyuiiie ru3beraTh Tesie()OHHBIX Pa3rOBOPOB C TOJ03PUTETBHBIMU JIFOIbMH,
KOTOpbIe TIPeJCTaB/ISIIOTCS COTPYAHUKaMK OaHKa, He GoliTech rpepBaTh pa3roBop,
MIPOCTO K1aguTe TPyOKy;

— BHUMaTebHO unTaiite CMC coo01meHust MpuXosiiye oT OaHKa;

— HUKOT/Ia ¥ HUKOMY He COOOIIjaiiTe Mapoyid, U CeKpeTHble KO/bl, KOTOPbIe
npuxozsaT BaM B CMC coo0itjeHrH oT OaHKa;

— TIOMHHUTE, YTO TOJBbKO MOIIEHHUKH CIIPAllIMBalOT CeKpeTHbIe TapoJiy,
KOTOopble TTpuxoaT K BaM B CMC coobirjeHnn oT 6aHKa;

— COTPYAHUKY 6aHKa HUKOT/Ia He TIOTIPOCAT BacC MIPONTH K OaHKOMarTy;

— eCJId Bac TIOMPOCH/IM TIPOUTHU C OAHKOBCKOM KapTol K O0aHKOMary, TO 3TO
OUEeBUIHO MOIIIEHHUKHY;

— He TOKyraliTe B WHTEPHET — Mara3uHax TOBap IO SIBHO 3aHWKEHHOU
CTOMMOCTH, TaK KakK 3TO OYeBHIHO MOIIIeHHUKWY;

— HUKOTZIA He TIepeBOAIUTEe JeHe)KHble Cpe/iCTBA, eC/ii 00 3TOM Bac ITPOCUT
cZleslaTh Balll 3HAKOMbBIA B COLIMA/IbHOM CeTH, BO3MOXKHO MOILIEHHUKH B37/I0MaJii
aKKayHT, CHauajia CBSDKUTECh C STUM Ue/IOBEKOM U y3HalTe [IeMCTBUTE/IbHO /U OH
TIPOCUT Y Bac JIeHbI'H;

— B ceTu «/IHTepHeT» He TiepexouTe 10 CChI/TKaM Ha HeU3BeCTHbIe CAMThI;

— melicTByliTe 00ZilyMaHHO, He TOPOILIMBO, TIOMHHUTE, UTO «becriaTHbIN ChIp
TOJIBKO B MBILIIEJIOBKEY.

VHTepHeT-MOIIIeHHUUeCTBO - TIaMsATKa JJis TpaKAaH

B mocneaHye rofpl MIMPOKYIO TOMYJ/ISIPHOCTb MOMYUYHIA CMC-PACChIIKU WJTH
3JIEKTPOHHbIE TIMChbMa C COOOIIEHUSIMH O BBIMTPBILIE aBTOMOOW/IS JTMOO APYTrHUX
I[eHHbIX TPHU30B. [l TIO/MyYeHHs] «BBIMTPBIIIA» 3/I0YMBIIUIEHHUKH OOBIUHO
MpOCAT TiepeBeCTU Ha 3JIeKTPOHHbIe CueTa OfpeJe/ieHHYI0 CyMMY JieHer,
MOTHBHPYSI 3TO HEOOXOAMMOCTBIO VIIZIAaThl HAJOroB, TAMOXXEHHBIX TIOIIIVH,
TPAHCIIOPTHBIX pacxoZioB W T.A. [locie moayueHWs JeHEKHBIX CPEeACTB OHU
TepecTarT BLIXOJWUTh Ha CBSA3b MO0 MPOCAT TIepeBeCcTH OTIOTHUTe/IbHbIE CYMMBbI
Ha opopMJieHre BbIUTPHIIIIA.



Orpaguth cebsi OT TOJ0OHOTO pojila TIPECTYIJIEHWH Tpe/ie/IbHO TPOCTO.
[Tpexkae Bcero HeobxoguMo ObITH Oaropa3yMHbIM. 3aZiyMaliTeCch Haf, TeM,
MIPYHUMAJIH JTA BBl y4acTHe B PO3bITPhIIIIe MPU30B? 3HAKOMA JIM BaM OpraHU3aLys,
HarpaBUBIlas yBeJOM/IEHHe O BbMrpbime? OTKyJa OpraHu3aropaM  akIuu
W3BECTHBI Ballld KOHTAKTHbIE JaHHbIe? EC/M Bbl HE MOXKeTe OTBETUTb XOTs Obl Ha
OJWUH W3 3THUX BOMPOCOB, PEKOMEHAyeM BaM MPOMTHOPUPOBATb IOCTYIIMBIIIEE
coobirieHue.

Ec/ii BbI pelniyd UCIbITaTh CYaCTbe W BBIUTH Ha CBSI3b C OpraHU3aTOpaMu
PO3BITpBIIIA, IIOCTAapalTeCh TMOAYYUTh OT HHMX MaKCHMa/JbHO BO3MOXXHYHO
uHpopMalio 00 aKIMM, YCIOBUSIX ydaCTWs B HEM W TMpaBWIaxX ee TPOBE/eHMsl.
[ToMHUTE, YTO YIOMHWHAHWE Balllero WMeHW Ha VIHTepHeT-caliTe He SIBJISIETCS
TIOJTBEP)KI€HHEM /100pOIIOPSIZIOUHOCTH OPraHW3aTOPOB aKIWKA U TrapaHTHel
BaIllero BBIMIPHIILIA.

JItobast mpockba mepeBecTH [IeHe)KHbIe CPeZiCTBA IS TOJyYeHUsl BbIMTPHIIIA
JI0/DKHA HaCTOPOXKUTH Bac. [IOMHHTE, UTO BBIMIPHINI B JIOTEPEIO BIeUET 3a COOOM
Ha/IOTOBble 00s13aTeNIbCTBA, HO TIOPSIZIOK YIUIaThl HAJOrOB perjaMeHTHPOBaH
NEeUCTBYIOIIUM 3aKOHOZATeILCTBOM U He OCYIL[EeCTB/ISIETCS] TIOCPe/ICTBOM ITepeBo/ia
JIeHEeXXHBIX CPEJCTB Ha 3/JIeKTPOHHBbIE CueTa IpakJaH M OpraHu3al[dil WM T.H.
«3JIEKTPOHHBIE KOILIETbKI».

ByabTe OguTe/NbHBI M TIOMHHUTE O TOM, UTO /JII TOrO, YTOOBI UTO -TO
BBIMIPaTh, HEOOXOAUMO MPUHUMATh ydyaCTHe B PO3bITphbiilie. Bce yroMUHAHUSA O
TOM, UTO Balll HOMep SIB/ISIeTCSI «CUACTJIMBBIM» M OKAa3ajiCsl B CIMCKE YUYaCTHUKOB
JIoTepey, SIBJSIOTCS, KaK TMpaBWIO, JIMIIb Y/JIOBKOW [jIsi TIPUBJIEUEHUsS Balllero
BHUMaHUSL.

Hepenky cnyuand MOIIIEHHUYECTB, CBSI3aHHBIX C JleSiTe/IbHOCTbIO VIHTepHeT-
Mara3suHOB U CalTOB I10 Mpo/iake aBuabuieToB. UeM MTPUB/IEKAIOT MOTEHIUA/IbHBIX
>KepTB MollleHHUKHU? [Ipekze Bcero - HeOoOOCHOBAaHHO HU3KWUMM IieHamu. [Ipu
3aKa3e TOBApOB BacC MOIPOCIT BHECTU TIpe/oriaTy, 3ayacTylo IyTeM BHeCeHUs
JleHeXXHBIX CpeJICTB Ha HEeKWM BUPTYya/IbHbIN KolllesieK MOoCpe/iICTBOM TepMHHasia
JKCTIpecc-oryiaThl.  Jlajlee MaraswH B TeueHHWe HECKONbKUX [Hed Oyzer
MIPUIyMbIBaTh OTTOBOPDKM M 00elaTh BaM CKOPYIO AOCTaBKYy TOBapa, a IOTOM
beccsieIHO Micue3HeT MO0 MPUIIIET HeKaueCTBEHHBIM TOBap.

Llenb 1010OHBIX CAMTOB — 0OMaHyTh MaKCHMajabHOe KOJIMUeCTBO JIIOel 3a
KOpPOTKUMU CpoK. Co3gate VHTEpHeT-cauT CerofHsi — [e/i0 HeCKOJbKUX MHHYT,
TI03TOMY BCKOpe TIOC/ie TIpeKpailleHusi paboTbl CalT BO3POAWTCS TIO [APYroMy
azipecy, C IpyruM Ziu3aiiHOM U 10/l PYTUM Ha3BaHUEM.

Ecmu BBl XOTHTE KyNMTh TOBap IO TIpejorjiaTe TOMHUTE, UTO Cepbe3Hble
VHTepHeT-Mara3Hbl He OyAyT TIPOCUTh BaC TI€PEUHUC/IAThL [JeHbI'd Ha
BUPTYa/bHbBIN KOIIle/ieK WK cueT MOOWIbHOTO TestedoHa. [Touture nHGOpMaIuio
0 MarasuHe B ceTu VIHTepHeT, MOCMOTPUTe, KaK [0JI'0 OH HaXOAUTCS Ha PhIHKE.
Ecmu BBl uMMeeTe [le/lo C CalTOM KpYMHOW WIM W3BEeCTHOM BaM KOMIIaHUH,
ybeauTech B TIPAaBWILHOCTU HAllMCaHUSl afipeca pecypca B aJ[peCcHON CTpOKe
Baiiero Opay3epa. Ilpu HeobxomAuMOCTH TMOTpeOyWiTe OT aJMHUHHUCTPATOPOB



MarasuHa MpefioCTaBUTh BaM UH(OPMALUIO O FOPUJUYECKOM JHLle, TIPOBEPhTE ee,
UCTIONb3ysl 00ljeocTyrHble 0a3bl JAHHBIX HAJOTOBBIX OPraHOB U pPeecTp
IOpUIMUeCKUX fnL. Y6enuTechb B TOM, UTO Bbl 3HaeTe afipec, M0 KOTOPOMY BbI
CMOXKeTe HarpaBUThb TIPeTEH3UI0 B Cjydae, eClM Bbl OyJeTe He[0BOJIbHbI
MOKYTIKOM.

3aMeTHO YYaCTHW/IMCh CJydal PACChUIKA CMC-COOOIIeHHH, COZep Kallux
nHbOpMaIMi0 0 TOM, UTO OAHKOBCKas KapTa aboHeHTa 3a0/0KMpOBaHa B CHUITY
psiga mpuunH. VHOrza momo0HbIe COOOITIeHUs] COoflep)KaT TIPH3bIB TepeBeCcTH
JeHbrd Ay pa30/I0KUPOBKK KapThl, WHOTZA abOHEHTa IPOCAT TM03BOHUTH WM
OTIIPAaBUTh CMC Ha KOPOTKWI HOMEP.

Heo6x0¥ MO MOMHHUTHL O TOM, UYTO €AMHCTBEHHAs OpraHW3alysi, KOTopas
CMOJKeT TIpOMH(GOPMHPOBAaTH BaC O COCTOSHMM Bailleli KapThl — 3TO 0aHK,
obcnykuBatoiuii ee. Ecyii y Bac ecTh ToJj03peHUsi O TOM, UTO C Balliedl KapToi
YTO —TO He B TOPSJKe, €C/I BbI MOJYUYHWIA CMC-YBeZOM/IeHHe O ee OJIOKUPOBKE,
Hemez/ileHHO obpaTutech B 6aHK. TenedoH KIHMeHTCKOM CaykObl 6aHKa OOBIYHO
yKa3aH Ha o6opoTe KapTbl. He 3BOHUTe 1 He OTIpaBJisiiTe COOOIIeHsI HA HOMepa,
yKa3aHHbIe B CMC-yYBeJIOM/IEHUH, 32 3TO MOKeT B3MMAaThCsI JOTIO/THATE/TbHAas T/1aTa.

OfuH U3 TOMYJISPHBIX CITIOCOOOB MOIIIEHHUUYeCTB, OCHOBAHHBLIX Ha [IOBepUH
CBsi3aH C pa3MelljeHreM O0BSIB/IeHUI O TIPO/iaXke TOBAPOB Ha 3JIEKTPOHHBIX 10CKaX
0o0BSIBIEHW W WHTepHeT-ayKI[MoHaX. Kak mpaBW/o, MOIIIEHHWKH IIPUBJIEKAOT
CBOUX YKePTB 3aHWKEHHBIMU 1IeHaMU U BBITOJJHBIMU TPeJJIOKeHUsIMA U TPeOyroT
Tepeuymnc/ieHys NpejoIviaThl IyTeM MepeBo/ia JeHEeXXHbIX CPeJICTB Ha 3/IeKTPOHHBIN
KOLLIeJIeK.

Bnaropasymue momoxeT W 37ecb. BHUMaTesibHO H3yuuTe OOBsBIEHUE,
MOCMOTpHUTE WUH(OPMALMIO O JiMlle, pa3MecTUBILIeM ero. Eciiv ToproBast miolaika
VMMeeT CUCTEMY PEUTUHIOB IPOJABLOB, U3yUWTe OT3bIBbI, OCTaBJIEHHbIE APYTUMUA
TIOKYTIaTe/IsIMK, He 3a0bIBasi, OZJHAKO, O TOM, UTO IIPECTYITHUKHA MOTYT OCTaBJIAThH
TI0JIO>KHATETbHbIE OT3BIBBI O cebe, WCITOMb3Ys JOIO/HUTEIbHbIE YUeTHbIe 3allvCH.
Bocrnions3yiiteck WHTepHeT-nouckom. WMHorga AocTaToyHO BBeCTH B Gopmy
roucka Tene)OHHbIN HOMED WM CeTeBOM TCeBJOHUM Ipo/iaBija /Jisi TOro, YToObI
00HapY>KUTb, UTO 3TH JIaHHBIE y>Ke MCITO/Ib30BA/IMCh B 1[E/ISIX XUITIeHUsI TeHeKHBIX
cpeACTB U 0OMaHa TOKyTiaTesei.

[TocmoTpuTe CpefHIOI0 CTOUMOCTH aHA/IOTUUHBIX TOBApOB. Yepecuyp HU3Kas
CTOMMOCTh [IOJDKHA BbI3BaTh Yy Bac mofo3peHue. Ecmu mpopaser; TpeOyer
TIePEeUNC/IUTD MY TIOJTHYIO MJTM YaCTHUHYIO TIPeJOTIIaTy 3a IPUOoOpeTaeMblid TOBap
Ha 3/IeKTPOHHBIN CUeT, MoJjlyMalTe, HACKOJIbKO Bbl TOTOBBI I0BEPSITh HE3HAKOMOMY
yesioBeKy. [loMHuUTe, UTO mepeuuncsiss JeHblM He3HaKOMBIM JIMLiaM [0CpPeACTBOM
AHOHUMHBIX TIJIaTEXXHBIX CUCTEM, Bbl HE MMeeTe rapaHTUW WX BO3BpaTa B CJlydae,
eC/IM C/leJIKa He COCTOMTCS.

[Tokyrate aBUabuieTsl uepe3 VHTepHeT yA00HO. BaM He HY)XHO HUKyZa
exaTb U CTOATb B ouepefsix. Bbl BbiOMpaeTe pelic, AaTy, oruiaunBaeTe OWIeT U



MoJjiyyaeTe ero CIyCTss HecKojabKo ceKyHj. CerojiHs MHOTHWe /IO BbIOMparoT
WMEHHO TaKo# criocob mprobpeTeHusi O1IeTOB Ha CamMoJIeT.

EcTecTBeHHO, MOIIIEHHUKH He MOTYT OCTaBUTh ZaHHYIO cepy 6e3 BHUMaHUSI.
3a moc/ieJHUNA TOJ, CYIIIeCTBEHHO YBEUUM/IOCh KOJTMUECTBO »Kanob Ha oOMaH mpu
TOKYIIKe  3JIeKTPOHHbIX OweToB. Co3zgaTh VIHTepHeT-calT 1O Tpojaxe
aBUaOU/IeTOB — JIeJI0 HeCKOJbKMX YacoB, Ha CMeHy ero Ha3BaHus, ajpeca U
BHEIIIHeTo odopmiieHus] TpeOyeTcs ellle MeHbIlle BpeMeHH. Kak mpaBuio, o6mMaH
pacKpbIBaeTCsl He cCpa3y, HEKOTOpble Y3HAIT O TOM, UTO WX OWIETOB He
CYILIeCTBYeT, JIUIIb B @3POMOPTY. ITO AaeT MOLIIeHHHKaM BO3MOKHOCTh TlepeHeCTH
cBoii VIHTepHeT-pecypCc Ha HOBOe MeCTO U TPOJ0/DKATh CBOIO TPECTYITHYIO
NesITe/TbHOCTB T10/1 APYTUM Ha3BaHUEM.

YToObI HEe UCTTOPTUTE cebe OT/bIX WU ZIeJIOBYIO MI0€3Ky CTOUT BHUMATETbHO
OTHECTUCh K TIOKYIIKe aBWabuieToB uepe3 ceThb VHTepHeT. Bocrosb3yiiTech
ycayramu MIHTepHeT-caiiTa aBUaKOMITAHWW W/ areHTCTBa I0 Tpojiayke OU/IeTOB,
NIABHO 3apeKOoMeH/IoBaBIllero cebsi Ha pbIHKe. C OCTOPOXXHOCTBIO OTHECUTECh K
NesiTeJTbHOCTH HEM3BECTHBIX BaM CAWTOB, 0COOEHHO TeX, KOTOpbIe MPHUB/IEKAIOT
Ballle BHMMaHUe ClelUaTbHbIMU TIPeJIOKeHUSIMU W HU3KUMHU IleHamu. He
TepeBO/IMTe [IeHbIY Ha 3/IeKTPOHHBIe KOIe/IbKU UM cUeTa B 3apy0eKHbIX OaHKax.
He moneHuTech TIO3BOHUTH B TIPEJCTABUTENHCTBO aBHUAKOMITAHUHM, YTOOBI
y0eanTLCS B TOM, UTO Balll PEHC CYIeCTBYeT U OW/IeThI Ha HETro ellje ecTb. DOTU
TIPOCTHIe TPaBU/Ia MO3BOJISAT BaM CO3KOHOMUTH [IeHbI'Y U cOepeub HepBhI.

Ecmm Be1 monyunin CMC i MMC cooOitieHre cO CChIJIKOM Ha CKauMBaHUe
OTKDBITKH, MY3bIKM, KapTMHKH WM KakoW -HUOyAb TPOTpaMMbl, He CIIellrTe
OTKphIBaTh eé. Ilepeiifsi Mo CChbIIKe Bbl MOXKETe, CaMHd TOTO He MO/l03peBas,
MOTYYUThb Ha Tesie)OH BUPYC Wi 0(DOPMUTH MONUCKY Ha TJIaTHbIE YCIYTHU.

[TocmoTpuTe, C Kakoro Homepa ObIJIO OTMpaB/ieHO BaM coobirjeHue. [axe
ecyid cooOITieHre MPHUCIaT KTO -TO U3 3HAKOMBIX BaM JIiOfiel, OyJeT He JIUIIHUM
JIOTIOTHUTETbHO YOeqUThCS B 9TOM, Be/lb COOOIIeHHe MOTJIO ObITh OTIIPaBIEHO C
3apa>keHHOTO TejiecoHa 6e3 ero Bemoma. Ecim oTripaBuTE/b BaM He 3HAKOM, He
OTKpDBIBauTe €ro.

[ToMHUTE, YTO yCTAaHOBKA aHTHUBHUPYCHOTO TIPOrpaMMHOTO obecriedeHUst Ha
MOOH/TbHOE YCTPOMCTBO - 3TO HE MPHUXOTh, a Mepa IMO3BOJISIOIIasl IOBLICUTD BaIlly
0e30I1aCHOCTb.



